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Abstract

Amidst the unabated advance of faster computer hardware, the explosive growth of storage, and the advent
of virtualized storage and systems becoming more commonplace within the commercial setting, the
performance of storage I/O has undergone even greater scrutiny. Yet surprisingly, the basic ability to
readily assess (specifically, measure and monitor) the performance of storage I/O operations at the file level
(particularly upon an individual application basis) has been long neglected. This absence is particularly
astonishing given that much (if not most) of the actual work being performed by (faster) computer systems
requires significant file I/O operation activity.

We contend that file I/O performance monitoring is a matter of practical necessity and growing importance.
We also propose and briefly describe hIOmon™. Featuring a flexible, adaptable and scalable architecture,
this novel, generally available implementation of a file I/O performance monitoring facility affords a
multitude of benefits to a wide audience (including researchers, developers, consultants, vendors and
computer end-users alike). These benefits include salient improvements in the ability to obtain empirical
I/O operation performance data for better design decisions; better diagnose and understand storage access
performance problems; evaluate proposed improvements to the performance of computer systems; verify
and ensure that required levels of file I/O performance (QoS) are being met; help reduce storage
management costs, and prudently approach and adopt emerging storage technologies.

1. Introduction

How fast are your files? A simple and seemingly straightforward question, but one that is not readily nor
often directly answered, especially in a timely, precise, and meaningful manner. Moreover, this is in distinct
contrast to many other performance aspects of computer systems (as examples: processor speed, disk
rotation speed, maximum bus and interface transfer rates, average seek time of a particular disk drive, etc.).
So whereas one might proudly proclaim the faster ‘revolutions per minute (RPM)’ speed of their latest disk
drive purchase, the corollary question as to exactly how much faster their particular files are actually
accessed (as a result of their new disk drive purchase) will, unfortunately, most probably go unanswered.

Furthermore, a faster disk drive/subsystem is usually not acquired simply to have a speedier disk
drive/subsystem (except perhaps by some “power-user” computer aficionados). Rather, we expect and
mostly assume that the faster disk drive/subsystem will improve the data transfer performance of the files
that reside upon the disk drive/subsystem. The end goal is the improvement of the file /O performance.
This improvement is sought-after due to the essential role that files play within computer systems

The prior discussion suggests two points. Firstly, the question “How fast are your files?” is in general a
problematic one. Secondly, the ability to satisfactorily answer this question is important since it deals with a
significant component of the computer system (namely, files); accordingly, considerable benefits can ensue
from such a competency.
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This paper makes a case for monitoring the performance of storage 1/O operations at the file level. We
begin by demonstrating the need for such a capability, and then describe some of the substantive benefits
that such a capability could afford (and thus its growing importance). The next section of the paper outlines
basic requirements of a file I/O performance monitoring facility. Lastly, we briefly discuss several past and
present efforts to implement various file I/O performance monitoring capabilities. hIOmon, a novel
implementation of a file I/O performance monitor, is also briefly introduced.

Overall, the key contributions of this paper include the revelation that files, although a crucial component of
computer systems, have nonetheless essentially gone unmonitored to date, and additionally, the proposal of
an innovative file I/O performance monitoring facility to address this significant shortcoming.

2. Why Monitor File I/O Petformance?

In this section of the paper we establish the rationale for monitoring the performance of storage I/O
operations at the “file” level and describe some of the derivative benefits.

2.1 Background

The drive to develop, provide and utilize faster computer hardware continues unabated. Ongoing
improvements in hardware to increase the speed and overall performance of computer systems are fairly
widespread and well known. One of the more prominent and advertised areas of improvement is
microprocessor clock speed, with processors available having clock speeds of much greater than one
gigahertz (1 GHz). The number and type of other improvements abound; a short litany might include larger
addressability, faster/wider system bus, increased processor caching capabilities, larger/faster physical
memory, the PCI-X [PCI-X] and PCI-E protocols, the InfiniBand™ architecture [INFTRADE)], transports
[GILDER], Ethernet [10GBE], SCSI [SCSI-7], and Fibre Channel [FCIA].

It is apparent that making computer hardware faster (i.e., increasing the speed of the computer hardware,
typically by a significant amount — often doubling) is a primary goal behind many of these improvements.
Current performance capabilities already operate within the “giga” range, with the expectation that future
computer hardware will continue to exhibit substantial (if not astonishing) performance gains-

On another front, the drive to increase storage capacity (both in terms of the individual storage device and
the acquisition of storage at large) also continues unabated. The explosive growth of storage can be viewed
from two perspectives: from the viewpoint of the storage device itself (i.e., the increased capacity of the
individual storage devices) and from the viewpoint of the growing amount of storage deployed globally.

As regards the storage devices themselves, storage capacities in some cases have doubled each year (which
actually exceeds Moore’s Law) [GRAY1, MASHEY]. However, while magnetic disk capacity has
improved dramatically, the associated rate of speed improvements (e.g., access rate and transfer rate) has not
kept pace [GRAY1, GRAY2]. Consequently, the overall performance penalty associated with disk accesses
has potentially increased. In addition, as disk and tape capacity approach infinity, the cost/GB metric
essentially goes to zero with the cost/access metric becoming a more dominant performance metric
[GRAY3].

From the macro level viewpoint, the dramatic and continuing increase in storage device capacity has been
complemented with an explosion in storage procurement and use. While the growth rates vary
considerably, digital data growth in some cases appears to be growing in excess of 100% annually
[MOOREF2]. Other studies further confirm the tremendous growth rate of data storage [BRECHR,
WHITING, and LYMAN] and the associated expenditures [BRECHR, DERRS].

1 According to Moore, “By the year 2012, Intel should have the ability to integrate 1 billion transistors onto a production die that will be
operating at 10GHz. This could result in a performance of 100,000 MIPS, ...” [MOOREG].
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Certainly the enormous and ongoing growth of storage (both at the individual device level and the aggregate
deployment level) incurs grave ramifications as to the attendant storage management (particularly when the
cost of managing storage is 3 to 10 times greater than the cost of the hardware, based upon current industry
findings) and as to the impact upon overall storage I/O performance. Storage connection/management
approaches (e.g., Storage Area Networks (SAN) and Network Attached Storage (NAS) [SNIA, DERRS,
BARRC], iSCSI [DUPLS] and DAFS [DAFS]) have been promoted to address (at least some of) the
associated storage management concerns. Regardless, the goal of common, controlled access by
heterogeneous computer servers for uniform “data sharing” continues to be especially problematic. While
definitions vary (e.g., [LEEBEN, EVALG]), “storage virtualization” has been proposed to aid in resolving
several storage management issues (for instance, interoperability and storage allocation) and perhaps serve
as the basis for enabling genuine “data sharing”. Regarding the impact upon overall storage I/O
performance, further qualification of the cost/access metric previously noted might include consideration of
requisite storage management (both as regards cost and the impact upon access).

All told and simply stated, computer hardware keeps getting faster and the amount of storage keeps
growing. As suggested above, performance is a key factor within both of these major trends. Performance
is also a problematic issue, for as previously noted, improvements in the performance of storage I/0O have
not kept pace with improvements in storage capacity. Even more unfortunate is the realization that this
failure to keep pace is even more pronounced in comparison to the faster computer hardware.
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Figure 1 - Relative storage latencies

The gulf between the performance capabilities of storage and the performance capabilities of the faster
computer hardware is chronic and has been observed for some time. For example, more than a decade ago
this gulf was essentially termed an “I/O Crisis” where:

“Over the past decade, processing power, memory speed, memory capacity, and disk capacity have
all grown tremendously: Single chip processors have increased in speed at the rate of 40%-100%
per year; caches have increased in speed 40%-100% per year; main memory has quadrupled in
capacity every two or three years. In contrast, disk access times have undergone only modest

2 'This figure is an adaptation of the “How far away is your data?” figure shown in [GRAY1]; another depiction comparing relative
latencies (and bandwidths) can be found in [MASHEY].

© 2001-2008 hyperI/O LLC. Page 3 Oct 2008



A Case for Monitoring File I/O Performance

performance improvements. For example, seek time has improved by only about 7% per year...If
the imbalance is not remedied, Amdahl’s law tells us that much of the astounding processor
speedup and memory growth will be wasted.” [Chen90]

This chronic performance gulf and the Amdahl/Case “balanced system 1aw’£|have been discussed at length
elsewhere (e.g., [GRAY2]). Besides increasing the base storage device performance characteristics (e.g.,
faster disk rotation speed, shorter disk seek times, etc.), additional attempts to remedy the chronic storage
/O operation performance gulf and achieve balanced systems have been diverse, sometimes novel and often
complex. Examples include the introduction of disk RAID [PATSON], extensive and widespread caching
techniques, increased parallelism, and many of the emerging technologies previously noted (such as NAS,
SAN, DAFS, etc.) along with “storage virtualization” in general.

In sum, the two major trends (of faster computer hardware and the explosive growth of storage) will
engender even greater attention and effort directed towards performance-related issues, and in particular the
performance of storage I/O operations. Noteworthy here is that the ability to readily assess the actual
storage I/O experience, especially in empirical terms, will be critical to the timely success of these efforts.

2.2 A Focus upon Files

Files live within this turbulent world of rapidly advancing computer hardware and increasing storage
capacity. Within this realm, files play a principal role, since they not only support the applications that
perform the tasks constituting the intended use of the computer, but they also enable the basic operation of
the computer system itself. Much (if not most) of the actual work performed by computer systems generally
requires significant file /O operations. Moreover, as the momentum towards “storage virtualization”
accelerates, files might play an even more expanded and pivotal role [MOOREF1].

At a more immediate level, files also represent the tangible, identifiable aspect of storage (in that files
provide computer users and most application programs with the familiar interface and access to often
dispersed data which resides upon the various storage devices). In common parlance, people and their
applications deal with files, and rarely with devices directly per se. Files, in a sense, are the “end product”
of storage. At least from an end-user perspective, issues raised and addressed in terms of (particularly
specific) “files” generally have more immediate relevance and importance in comparison to talk of the
underlying storage devices themselves. This stems from the observation that the nature of a file’s use and
the significance of its contents bring intrinsic meaning and importance to the file as a discrete entity. In this
regard, files are the message; storage is just the medium.

Given their role, files are especially sensitive to and can be adversely impacted by performance-related
factors and issues (such as the chronic storage /O performance gulf previously discussed). By placing
focus directly upon the I/O performance aspect of files, the extent of such impact can be better appreciated
and understood in more immediate terms. Viewing and understanding the performance of storage I/O at the
file level becomes even more important as files migrate towards the cloud of virtualized storage (or
virtualized file systems for that matter). Assessing storage I/O performance at the file level becomes largely
a practical necessity (or at the least, a first course of action) once a file is divorced from its direct connection
to a specific physical device and the device’s performance characteristics. In all, a more comprehensive and
relevant assessment of storage I/O performance can be gained through the additional focus upon I/O
performance specifically at the file level.

2.3 Measuring to meliorate and manage

The chronic gulf between the performance capabilities of storage and the performance capabilities of the

3 The Amdahl/Case “Balanced System Law” (or rule of thumb) basically states a balanced computet system needs 1 MB of main
memoty capacity and 1 Mbit per second of I/O bandwidth per MIPS of CPU performance. [AMDAHL]
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faster computer hardware will likely become more visible when the introduction of faster computer
hardware demonstrates little if any noticeable performance gains. This in turn makes expenditures on faster
computer hardware more difficult to justify on an economic basis (especially since greater performance
generally demands a premium price).

Given such a scenario, a key ability is that of monitoring the performance of storage I/O. This ability
provides a cornerstone for better understanding the specific issues involved in the performance gulf
dilemma, for developing and verifying potential solutions and further improvements, and for ensuring that
implemented remedies continue to fulfill their objectives. In addition, granted that measurement is often a
pre-requisite to management, better measurement capabilities enabled by monitoring can assist in addressing
the current, immediate onus of storage management (which will become even more challenging given the
ever-increasing growth of storage capacity). This “measure-to-manage” aspect will also gain in growing
importance with the cost/access metric becoming a more dominant performance metric.

To date, the measuring and monitoring of storage I/O operation performance has for the most part been
limited to and characterized by:

1) Hardware and software tools, basically of a diagnostic nature, that are used in the design and
development of storage 1/O-related products and/or to diagnose specific (ad hoc) system performance
issues; these tools often provide knowledge-domain-specific functionality that is intended to satisfy a
small audience (e.g., storage product developers, test lab engineers; etc.). Moreover, a number of these
tools largely focus upon lower-level elements (for instance, data transfer sequences occurring on an I/O
interface). All told, the hardware and software tools of this nature address a domain that is for the most
part outside the need, usefulness, and interest of the typical computer (especially business) end-user.

2) Gross statistical counters that provide a limited level of granularity. For example, such counters might
include the number of disk read operations per second, the number of bytes written to a particular disk,
and perhaps at best the total number of read operations for all files. Unfortunately, these counters do not
provide the full breadth and depth of required information about storage I/O operations (especially at the
file level); moreover, it is often difficult if not impossible to correlate such counters with specific files
(hence the I/O performance experience of particular files is indeterminate). Also susceptible to various
ease-of-use deficiencies, these counters frequently prove to be seriously inadequate in assessing storage
I/O performance at the file level, especially as regards to selected files of interest.

3) Benchmark programs that attempt to simulate actual customer applications. Certainly benchmarks
provide a valuable service in that they promote a controlled, somewhat standardized method for
deriving comparisons between alternative subjects under test; they might also be used to specifically
target and stimulate a particular system element for investigation. However, benchmarks bear the
burden of correlation to the actual-user system environment. That is, there is always the suspicion and
argument as regards “how representative” a benchmark is and to what extent it corresponds to the actual
operational environment of a particular computer end-user. While benchmarks can provide some
helpful explanations, they often require a lot of explanation themselves.

A key new addition and complement to these current storage I/O performance monitoring capabilities would
be the ability, in general practice, to adequately monitor the performance of storage I/O at the file-level. The
rationale behind placing a focus specifically upon files has been discussed prior (q.v., section . The
following sections discuss the benefits of file I/O operation performance monitoring and the associated
operational/implementation requirements.
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Benefits

The major benefits of monitoring the performance of storage I/O specifically at the file-level include:

1)

2)

Pertinence. The importance of relevance has been discussed in section In comparison to the current
storage I/O performance monitoring capabilities, file-level I/O performance information would, in many
if not most cases, be more tangible, more relevant, more immediate and meaningful since this
information would be directly related to the files themselves, a primary mechanism by which computer
users and their applications generally interact with storage. Being able to easily and quickly (moreover,
immediately) determine that a particularly important file is experiencing (or better yet, poised to
experience) I/O performance problems (and to specifically what extent) can be a great advantage not
only in performance/capacity management, but also in day-to-day operations.

Utility. As previously discussed (section , the ability to monitor storage 1/O performance provides a
cornerstone for addressing the issue of the chronic storage I/O performance gulf. It can help expedite
the efforts of researchers, developers, and consultants in their attempts to investigate and propose
remedies related to this issue (especially given a standard file I/O performance monitoring facility that is
in common use and featured in actual production environments). As regards contemporary issues
already confronted often on a daily basis, additional benefits include those associated with practical
applications such as:

a) Fundamental performance analysis and tuning, and associated reduction in storage management
costs. As the first step in analyzing performance problems with key applications, file /O
performance monitoring provides the ability to readily determine if the associated files are
experiencing poor I/O performance (and to exactly what extent if so). With an automated file I/O
performance monitor facility (especially one tied to an overall storage/system management facility),
such efforts at performance analysis and tuning along with storage management efforts in general
(e.g., determining and ensuring a more efficient and effective use of storage to meet the I/O
performance needs of particular files) can be performed in a more timely and less resource-intense
manner. Given the current shortage and cost of storage professionals, expedited efforts in this area
are particularly welcome.

b) Determining the impact of system changes upon file I/O operation performance. File I/O
performance monitoring affords the capability of determining the actual impact (with precise
measurements as evidence) of changes within the computer system (such as the addition,
replacement, or modification of disk subsystems, computer memory, file systems, processors,
operating systems, etc.). Hence, it can help in the often-complex process of evaluating proposed
improvements to computer systems (which can become especially difficult given the diversity of
approaches sometimes proposed).

¢) Product/system comparisons, particularly amongst vendors. Without having to rely only upon
benchmarks (and the need to correlate how closely these benchmarks match one’s particular
application and corresponding computer system environment), file I/O performance monitoring
allows one to use his/her actual applications and associated files in regular, normal operation with
the products and/or systems that are the subject of comparison (such as different disk subsystems,
computer servers, etc., perhaps from different vendors) so as to determine their effect upon (even
specific) file I/O performance.

d) Monitor and confirm Quality of Service (QoS) for file I/O performance. File I/O performance
monitoring provides the ability to (independently) monitor the actual /O operation activity of
specific files; such a capability would allow easier confirmation as to whether these files are
meeting expectations as regards expected/contracted I/O performance.
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e) Development and support aid. For a broad range of researchers, developers, consultants, and
“troubleshooters” (including application developers concerned about file /O performance; file
system and device driver developers; disk subsystem developers; etc. — as well as the respective
associated support personnel), a file I/O performance monitoring capability could provide a ready
means of seeing exactly what (of interest) is happening in the file I/O activity (down to specific
details for an individual file I/O operation).

Modest investment. Implemented in software alone, a file I/O performance monitoring facility would
not require its user to assume any capital expenditures in hardware for its operation. In addition,
implemented as an adjunct to the computer system, the file I/O performance monitoring facility can be
relegated, if need be, to a benign role without disturbing normal system operation.

Basic Requirements for Monitoring File I/O Performance

This section of the paper delineates the basic requirements to be met by a file /O performance monitoring
facility. The following list of basic requirements is not meant to be mandatory in its entirety, given that
some capabilities might only be considered as requirements due to the specific needs of a particular
customer/situation/setting. In addition, the requirements are listed without any prioritization.

1)

2)

3)

4)

Ease-of-use. Ease-of-use is paramount if the file /O performance monitoring capability is to be readily
used (otherwise its use will be subject to resistance and aversion, no matter what its benefits). Ease-of-
use generally entails a large element of subjectivity, but some basic, non-polemical requirements would
include:

a) Flexibility and customization. Judicious options should be provided so that the user that easily
configure the use of the facility and quickly focus in upon the particular items of interest.

b) Automation. Along similar lines, the facility should allow for ample automation so that the user can
exploit the capabilities of the facility without excessive, repetitive manual effort.

c) Easy-in/Easy-out. The facility should allow for easy and quick installation, along with similar ease
in de-installation if removal of the facility is desired.

Reliability. Given the critical role that files play within the computer system, the file I/O performance
monitoring facility should not jeopardize the integrity of the computer system during its operation. In
addition, the measurements and other output of the facility should be inerrant to the greatest extent
possible.

Unintrusive with no system modifications required. The installation, operation and use of the facility
should not require any of the operating system, file system, files, or application programs to be modified
and/or recompiled.

Complete and pertinent information. The facility should capture and present complete and pertinent
information about the file I/O operations that it is monitoring. At the minimum, the facility should
support provision for response times, throughput (including data transfer rates and data transfer sizes),
and /O operation types and rates. The preceding statistical information should be selectively collected
and be specific to a particular file of interest. In addition, the facility should allow options for collecting
this information either on an individual file I/O operation basis and/or in summarized format. The
summarized format option should further allow summaries on a periodic basis, at the conclusion (close)
of file activity, or upon an exception basis. The exception basis should allow the user to set a specific
threshold (e.g., a particular “I/O operations per second” rate) which when detected by the facility would
cause the facility to produce a summary of the respective file’s I/O operations up to that point in time.
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The summarized file I/O operation performance information should also be available for use by other
utility programs (for subsequent analysis, exception alerting, etc.).

5) Accuracy. The measurements taken by the file I/O performance monitoring facility should be
consistently accurate and equate to corresponding values derived by other means that are known to be
valid.

6) Precision. To be fully useful, the facility should be able to provide sufficient precision so that all file
I/O operations can be observed with their respective timings recorded in adequate detail. Precision is
particularly important with high-speed file I/O operations where such operations can be performed
within well-under one millisecond. For example, a facility that provides precision only down to within
10 milliseconds will not suffice when file I/O operations can be performed in less than one millisecond.

7) Support both real-time and recorded modes of operation. The file I/O performance monitoring facility
should be capable of recording and presenting statistical information about the performance of selected
file I/O operations in real-time (i.e., as the file I/O operations occur). The facility should also optionally
allow for the collected file I/O performance information to be recorded for subsequent, repetitive
display and analysis.

8) Efficient. The component of the file /O performance monitoring facility that is responsible for the
actual observation of the file I/O operations and the collection of the respective performance
information should be lightweight and efficient; it should incur the least amount of overhead as
possible. For the most part, the minuscule amount of time required to perform the actual monitoring of
the file I/O operations by the facility should represent a negligible addition to the overall time required
to perform the file /O operation itself (which can frequently be at least several milliseconds in
duration). Furthermore, the facility option to allow a summarized, aggregated collection of file /O
performance information will help reduce the negligible overhead even further.

9) Platform independence and support. While it may support details about file I/O operation performance
information that is specific to a particular platform (e.g., operating-system), the facility should provide a
base set of statistical performance information (as noted above). This base set of statistical performance
information (e.g., response times, throughput, etc.) should represent file I/O operation performance
information that is essentially generic across platforms (and as such provides a common base for
comparison across diverse platforms). As a corollary, the facility should support a variety of different
platforms (e.g., operating systems, file systems, etc.).

10) Security. As part of its operation, the facility for file I/O performance monitoring should not access the
actual data that is being transferred by means of the monitored file I/O operation. The facility should
only reference at most the control structures related to the file I/O operation.

Implementations meeting the requirements above might vary widely depending upon the actual design; level
of robustness, availability and serviceability; general development costs and pricing considerations; added
features; etc.

4. Efforts at Implementing a File I/O Performance Monitor

For the most part, previous efforts at monitoring the performance of storage I/O at the file level have been
limited to academic/research studies and but a few circumscribed commercial offerings. Such studies have
often been limited to a particular operating system with the goal of probing a specific aspect of the computer
system (e.g., file system design tradeoffs, characterization of file access activity, etc.). Furthermore, these
studies often required “software instrumentation” (which necessitated that modifications be made to the
application programs and/or other system components under observation). Such “software instrumentation”
usually limited the studies to a small subset of application programs, with an additional limitation as to the
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type and amount of the associated performance information collected. Examples of these academic studies
and research efforts include the I/O extensions to the Pablo® instrumentation library [AYDT] as well as
[PASQ] and [MATTHW].

One research study [VOGELS] avoided “software instrumentation” (as described above) and instead
exploited an operating system mechanism that allows for “filtering” I/O operations. A software “trace
agent” was developed as part of this study; this “trace agent” used the “I/O operation filtering” mechanism
to intercept and collect performance information about file I/O operations. As a result, the study was able to
glean fairly detailed performance information for a variety of files and their respective I/O operations.

In the commercial world, there are currently but a few products available that deal with monitoring files.
The focus of most of these products is upon basic file storage management. That is, these products
essentially deal with monitoring and reporting file attributes (e.g., the number and types of files; file sizes,
locations and owners; file timestamps as regards creation date, last-access, etc.). Some provide additional
functionality such as pro-active file quota management (which can be used to limit users as to the type of
files they can access, the amount of disk storage they can use for files, etc.). File storage management
products are offered by several vendors, including IBM Tivoli .ibm.com), EMC ( .emc.com),
Sun Microsystems (frww.sun.com), Symantec (Veritas) (Www.symantec.com], NTP Software
(www.ntpsoftware.com), and Tek-Tools (www.tek-tools.com).

While such file storage management products can certainly play an important role in overall storage
management (and in potentially improving file I/O performance indirectly), they do not meet the
requirements previously outlined for a file I/O performance monitoring facility (q.v. section E} However,
there are three currently available commercial products that provide some limited monitoring of actual file
I/O operations:

1) IBM AIX® “filemon” commandE! The IBM AIX (UNIX platform) operating system provides support
for a “filemon” command; this command collects and presents trace data on the various layers of file
system utilization specific to the AIX operating system. Using the system trace facility, the filemon
command is able to collect a variety of performance information related to I/O activity during the
elapsed time interval within which the command is running. The information collected about the /O
activity includes performance information related to the physical volumes, logical volumes, virtual
memory segments, and active files. Both global and more detailed reports can be generated; these
reports include various counters, with the detailed reports supplying specific performance information
(such as the number of read and write I/O operations, response times, throughput, etc.) associated with a
particular active file.

While the filemon command does provide a valuable set of performance information about file /O
operations, it is ostensibly designed and implemented essentially for diagnosing system performance
issues (and is specific to the AIX system). It does not meet all of the requirements previously outlined
for a file I/O performance monitoring facility (e.g., as regards the ability to select specific files of
interest, provisions for the various summarized formats, support for exception thresholds, etc.).

2) FileSpy (Microsoft® Windows®). “FileSpy” is a general-purpose diagnostic tool that has been
included, for example, within the Windows 2000 Resource Kit Tools package from Microsoft. This
tool allows the user to monitor both local and network drives so as to observe the types of /O Request
Packets (IRP) and Fast I/O operations that are executing within the system. FileSpy is essentially a file
system filter driver program that uses a console command-line interface. Logging information collected
by the program can be displayed upon the console screen and/or directed to a specified file; this logging
information is basically limited to diagnostic information such as sequence number, time stamps,

4 Additional documentation about the AIX “filemon” command can be found in [AIXFILEM].
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operation type codes, process and thread IDs, operation completion status, File Object pointer and file
name if available, etc.

Developed as an example for writing an Installable File System (IFS) filter driver under Windows 2000,
FileSpy can provide useful diagnostic information for a limited audience (for example, software
developers interested in observing some of the details underlying the file system activity within the
system). However, like the AIX “filemon command”, FileSpy does not meet all of the requirements
previously outlined for a file I/O performance monitoring facility (e.g., as regards the ability to select
specific files of interest, provisions for the various summarized formats, support for exception
thresholds, etc.).

Filemon for Windows NT/2OOO/9X.EI Filemon is a software program that monitors and displays file
system activity (specifically performance information about file I/O operations) in real time. A
graphical user interface (GUI) is used to select the specific files to be monitored and to display the file
I/O operation information that has been collected. The file I/O operation information collected by
Filemon includes the type of file I/O operation, a timestamp (or the time duration of the file /O
operation), the associated file name to which the file I/O operation was directed, the name of the process
performing the file I/O operation, and the completion status associated with the file I/O operation.

Filemon provides a powerful diagnostic tool for observing file system I/O activity and obtaining I/O
operation information about specific files of interest. Its GUI in particular helps promote ease-of-use.
However, Filemon does not meet all of the requirements previously outlined for a file I/O performance
monitoring facility (e.g., as regards provisions for the various summarized formats, throughput
performance data, support for exception thresholds, etc.).

Designed to meet all of the requirements outlined above (q.v., section E}, the hIOmon architecture represents
a file /O operation performance monitoring facility that can examine and efficiently r@cord the performance

of user-selected file I/O operations for real-time and/or subsequent historical display.
the hIOmon architecture is comprised of three (3) main components within a flexible and scalable

As shown in

architecture:

1)

2)

Presentation Client. The hIOmon “Presentation Client” is a Java application that provides a standard
windows-type GUIL. This GUI communicates (either locally or remotely over the network) with the
hIOmon Manager to (initially) set the various control options of the hIOmon I/O Monitor (such as
which particular files are to be monitored and the particular types of performance metrics to be
collected); it can communicate with more than one hlOmon Manager concurrently. The Presentation
Client can also be used to display the collected file /O operation performance metrics (in real-time or
“replay” mode) and optionally export the detailed and/or summarized file I/O operation performance
metrics to a “Comma Separated Values (CSV)” file for use by various spreadsheet programs to perform
customized analysis and/or to generate tailored graphs.

Manager. The hlOmon “Manager” runs as an operating-system service (or daemon). It manages the
hIOmon I/O Monitor component (largely based upon control option requests from or set by the hIOmon
Presentation Client); it also transforms, records, and transfers the collected file I/O operation
performance metrics to the Presentation Client(s) and/or saves (concurrently) the performance

> A freeware version of Filemon is available at the Microsoft “Windows Sysinternals” web site (technet.microsoft.com).

6 The hIOmon architecture has been implemented by hypetI/O LLC into a software product offering; the cutrent version suppotts

Microsoft Windows 2000/2003/2008 and Windows XP/Vista, provides an intetface for use by Microsoft Windows Management
Instrumentation (WMI), PerfMon/SysMon, and IBM Tivoli® Monitoting to display and monitor hIOmon-derived petformance
mettics for both files and disk devices, and is the only file (and disk) I/O operation petformance monitoring facility cutrently available
that satisfies all of the requirements described in section 3.
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information to a specified disk file (for subsequent “replay” mode display). The hIOmon Manager can
communicate with one or more Presentation Clients concurrently; it can also be configured to
automatically start the hlOmon I/O Monitor component (so as to begin the actual monitoring of the
selected files) when the Manager itself is
started. The hlOmon Manager allows the ™
: hIOmon
Saved performance data

hIOmon I/O Monitor to be much more
simpler, faster and efficient in operation. . .
Presentation Clients
3) I/O Monitor. The hIOmon “I/O
Monitor” is a lightweight component that
performs the actual monitoring of the
selected file (and disk) /O operations;

based upon such monitoring, it collects Manager

the requested file and disk I/O operation N Service
performance metrics. With an efficient | - oo oo oo
design, the hIOmon I/O Monitor

introduces very little overhead into the ‘ .

overall file or disk I/O operation Ottt | Kernel

(especially compared to the typical time
durations of such I/O operations).

Figure 2 - hIOmon Architecture

The hIOmon Presentation Client provides the ability to select the particular files to be monitored by means
of “filters”. Each of the selected file names (of files to be monitored) is considered to be a “filter”. That is,

each file name represents a

.
filter in that the hIOmon I/O B I
MOIlitOI' Wlu rnatch the name Selected hiCman Manager: prerlo1 'I

. . - Filter Selecti

against the file /O operations ||
lt ObSCI'VCS to detemine Available Fiter Selections (for the selected Manager Monitar): IengCenter j Refresh |
whether or not the I/O ey I Get | Save | Load Copy I Renarme | Delete Mk Defaultl Mo Defautt |

Operatlon 1S tO be monltored A hlCrmon Fiter Selection - engCerter
(i.e., whether I/O operation Ac
. # CProgram FilesthlOmon'®
performance metrics are to be ® CProgram Filsshetscapey
collected for the I/O operation, # CITEMPY
. # COTEMPYunk'
and if so, the type of 47
performance metric that is to IE: T:Documentsv
. T: "Dy bt
be collected). Filters can be ptot

combined into groups called  nclude © Exclude

. . e . . .
“Fllter SeleCtlon hStS: thlS 10 Operation Types to monitor: ¥ Reads ¥ ‘wiites W Controls
allows individual groups of Level af detallto callect sbolt the 10 Operations: | i 7 File 1D Summary | Optionsialerts |
(13 2 1

ﬁlters to be deﬁned (Wlth Addd Remove | Copy | Renatne | Local Host |

each Filter Selection list
representing a distinct group of
files to be monitored).

Prirt. | Cloze |

Figure 3 - hIOmon filter options example.

As shown in a number of options can be specified for each filter (file). For example, the filter can
be set such that the hIOmon I/O Monitor will collect performance information for only read I/O operations,
write I/O operations, and/or control I/O operations that are performed against the respective file(s). Filter
options include the ability to request the collection of detailed (i.e., for each I/O operation) and/or summary
performance metric information.

The File I/O summary option allows the user to specify that performance metrics for the respective file be
collected on a periodic basis, when the file is closed, or upon an exception basis. A variety of thresholds
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(Alerts) are provided for summaries on an exception basis (as shown in )

average and maximum response
times, amount of data transferred and
transfer rates, and number of I/O
operations performed; moreover,
each of these thresholds (which can
be set for a specific filter/file) can
also be individually set for the
particular /O operation type (i.e.,
read, write or control). In addition,
upon detection of these thresholds
having been reached, the hIOmon
Manager can optionally generate a
System Event Log record (which in
turn allows notification via system
management tools that monitor the
System Event Log). The hlOmon
architecture also allows for hIOmon
Manager extensions so as to support
communication with alternative (e.g.,
customized) Clients as well as with
overall storage/system management
facilities (to provide for an
integrated, comprehensive approach
to system monitoring).

n hlOmon Replay File 1/0 Display - Summary

Selected hiOmon Manager:

Selected File WO Log file:

File 'O Summaties

_ 4 hlOmon File WO Summaries
=% G

H- ] Ch=DASD=

+- ] CPrograrm Files
#- | CAOPROGRA~T
H-[ | CATEMP
L ST

Arranged by: File hame
Included access types: Read, write and control

File count: 269 {100% of 268+)
Directory count: 84 (843 Device count 2 (2)
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Sum of file bytes read: 78 MB {100% of 78 MB)
bytes written: 8.7 MB {(100% of 8.7 MB)
Sum of file sizes: 487 .5 MB (100% of 487.5 MB)

Tablegiew| Options |

Retrieval active

These thresholds include

Alerts for Filter: TDocuments?®

Read Operation Alerts
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Figure 4 - hIOmon file filter Alert options

hvperol -

[eanLatests

Selected File MO Summanry

S [=] E3

ﬂ Details | Options

Ciipagefile.sys

File size:

278,968,792
Start time of the first Observation period:

Tue May 14 14:14:23 MDT 2002

Start of the latest Observation period: Tue May 14 14:27:09 MDT 2002
Cbservation period: 5 min 16.8385426 secs

Read IO Operations
Response times - latest period:
- overall:
IFO Operations performed:
IFO Operations gueue lengths: o, 1, B
Data transferred and Seq percent:
Data transfer sizes:
Data transfer rates (MBJSs):
Write O Operations
Response times - latest period:
- overall:
M0 Cperations performed:
IFO Operations gueue lengths:
Data transferred and Seq percent:
Data transfer sizes:
Data transfer rates (MBJ/s):
Control WO Operations

4,096, 4096,

2, 2, 8

0.89928 s, 8.0743819 ms, 37.7059 ms
0.8976 ms, 53204964 ms, 37.7059 ms
203 @ 06 IOPS (1,073 @ 1-1.1 10PS)

831,488; 9.4 % - 18 ( 4,395,008, 21 % - 225}

4,096 (4,096, 4,096, 4,096 )

0.0025; 4,345 (0.00387 - 000444, 0.00444; 4354 )

1478818 ms, 15.5627122 ms,
1478818 ms, 15.5627122 ms, 30.15969 ms
27 @ 0.1 I0FS (27 @ 0-0.1 IOPS)

1,769,472, 148 % - 4 (1,768,472, 148 %- 4)
55,536, 55,536, 65,536 (65,536, 65,536, B5,536)
0.00533; 4.226 (0.00156 - 0.00156; 0.00533; 4.226)

Response times - latest period: 0ms, 0ms, O0ms
- overall: 0ms, 0ms, O0ms

M0 Cperations performed: 1]

1M Cperations queue lengths: o, o, 0

OpenfCreate requests: 0, DIOPS (0}

1O Operations - Totals

Response times - latest period:
- overall:

M0 Cparations performed:

IfC Cparations gueue lengths:

RAY and Sequential percentages:

Daata transferred:

Data transfer sizes:

Data transfer rates (MBJs):

Idle times:

2,2, 3 3

4,096;

99 5%,
<

@ 0 I0PS (0 @ 0-0 IOFS)
0
il

0.89928 ms, 9.8360554 ms,
0.8976 ms, 5.6304235 ms, 37.7059 ms
230 @ 0.7 IOPS (1100 @ 1-1.1 I1OPS)

883 9%; 10 % - 23 (97.5%; 20.8 % - 220)
2,600,960 (6,164,480 )

11,308;
0.00783 (0.00543- 0.00543; 0.00783 )
99.5%, 99.5%

65,536 (4,006, 5604, 65536)

Start | Pagsel Continue| Stop | Egpor‘t|

Erint Close |

HE

Figure 5 - hIOmon File I/O Summaty display example.
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shows an example of a “File I/O Summary” display provided by the hIOmon Presentation Client.
Upon selecting the particular file of interest in the left-side pane, the file I/O performance summary
information for the respective file is displayed within the right-side pane. A full set of performance
information is provided in the display, including the observed number of I/O operations performed (per
type); the minimum, average and maximum response times (with optional sub-millisecond precision);
minimum, average, and maximum data transfer sizes; average and maximum data transfer rates, read/write
ratios and the percentage of detected sequential access, along with the respective file size. Both current (for
the most recent observation period) and cumulative (since the start of the first observation period)
performance values are provided. In addition, performance values representing “alert thresholds” detected
by the hIOmon I/O Monitor during the current observation period are highlighted in white text; bold text
indicates that an “alert threshold” had been detected since the start of the initial observation period.

In sum, hIOmon represents the introduction of a file /O performance monitoring facility that can
successfully meet all of the requirements outlined in section E| It provides the functionality required to
easily, quickly and adequately monitor the I/O operation performance of selected files (and associated disk
devices as well). The hIOmon architecture also provides the necessary extensibility to support adaptations
required to satisfy more customized monitoring needs.

5. Conclusion

Faster computer hardware and more disk storage — a combination of trends that is obvious to even the casual
observer. But perhaps less obvious is the chronic performance gulf between this fast computer hardware
and the storage upon which computer systems so heavily depend. Unfortunately, the ongoing advance of
faster computer hardware together with the explosive growth in storage has further aggravated this
performance dilemma. If the potential performance and ensuing productivity increases afforded by faster
computer hardware are to be fully and profitably realized, then this performance gulf must be successfully
addressed (or at least, better mitigated). The ability to adequately monitor storage I/O performance will be
one of the key competencies required in efforts meant to address the performance gulf and to better manage
the explosive growth of storage in general. Given the crucial role that files play both within current
computer systems and within the emerging world of “virtualization” (both storage and systems), such efforts
will more likely and quickly succeed given the ability to readily measure and monitor the performance of
file I/O operations in particular. A file I/O performance monitoring facility, such as one based upon the
hIOmon architecture, provides a beginning basis by which one can readily and reasonably respond, with
empirical metrics in hand, to the increasingly-important question, “How fast are your files?”
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